GDPR
THE CLOCK IS TICKING ON

What to do when you’re not ready for GDPR
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that engage EU citizens in some other way,
such as enrolling them in a social network, a
school or a game. Even industrial firms and
business-to-business enterprises that have data
Recognition is setting in that not everyone
on employees or former employees who are
EU citizens, regardless of where they reside,
will be ready for GDPR. Here are some
or who have collected personal data through
recommendations on what you need to do
processes such as market research, also are
today. David F. Carr reports.
subject to the regulations.
With the potential for steep fines (up to four
percent
of a company’s worldwide revenue
t is unusual for one to know exactly when an
or €20 million, whichever is greater), GDPR
event will occur that potentially will change
seeks to command the respect of businesses
the world. This year is one of those rare
that in the past have been lax with their
times when we do know; that event takes place
security and too greedy about their collection
at midnight GMT on May 25 in the European
of personal information. By writing into the
Union.
regulation that any company that collects
On that date, a sea change of data privacy,
data on EU citizens is subject to the law
security and breach notification guidelines go
wherever they might be, the EU is effectively
into effect as part of the EU’s General Data
telling U.S.-based companies that it can no
Protection Regulation. While these are EU
longer do massive collections of data on
regulations, they will impact companies and
EU citizens without
individuals worldwide.
their consent. The U.S.
Will you be ready when
approach of collect
the proverbial ball drops
OUR EXPERTS: GDPR
first and then figure
and all of a sudden a new
Mike Davis, director of IT security and CISO,
American Bureau of Shipping
out what to do later
privacy era is ushered in?
is not consistent with
GDPR regulations
Martin Gomberg, security and privacy
consultant; author, CISO Redefined
European sensibilities.
apply to any organization
American economist
that holds personally
Jesse Horowitz, executive vice president
of information security risk management,
Irwin Seltzer, writing
identifiable information
Wells Fargo
in the conservative
about an EU citizen
publication The Weekly
across the globe. Unless
Russ Hubbard, chief privacy officer,
American Airlines
Standard in 2015, wrote:
your organization is very
“We Americans might
small and very local, it
Philip Jones, North America GRC practice
leader, Capgemini
find it an advantage to
probably applies to you
have a Google truck
directly or indirectly – or
Hyoun Park, CEO and founder,
Amalgam Insights
plot where we and
rather, you should not be
our friends live so we
quick to assume it does
Aaron Weller, certification training faculty
member, International Association of Privacy
can find each other
not apply. It is important
Professionals;
independent
consultant
on Google Maps, but
to understand that
residents of many
GDPR is not a regulation
European countries, for
about data security;
example those in Germany, see the words,
rather its focus is entirely on privacy.
‘We know where you live’ as redolent of a
The U.S.-based businesses with the greatest
history they would just as soon forget.”
exposure include those that either have EU
The tightening of Europe’s already strict
brick-and-mortar facilities, those that sell
privacy rules should have come as a surprise
online to EU citizens or businesses, or those
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can. Unlike data collection in the U.S. where
to no one. GDPR is based on a proposal that
citizens need to opt out, the EU regulations
dates back to 2012 and was adopted formally
require that citizens opt in before a company
in April 2016.
can obtain their data.
Yet many businesses in the U.S. that will
If an EU citizen wants to see all the data you
be touched by the law still are not ready
have collected about them, you are required
for it. In June 2017, SC Media published a
to produce that information — and delete it
survey of 337 IT and security professionals
— upon request. There are exceptions to this
in the U.S. whose companies do business
“right of erasure” or “right to be forgotten,”
in Europe, where 30.6% said they did not
such as if the data must be retained for some
have a schedule for rolling out a compliance
regulatory purpose. Still, GDPR reflects the
program, and 24% said they were unlikely to
notion that individuals should be able to
be compliant by May. While those numbers
control what information they are willing to
might have changed by now, they are still
share and how it will be used.
indicative of the complexity of the regulation.
These requirements can be challenging to
Martin Gomberg, a security and privacy
meet in practice because of the limitations
consultant and author of the recently
of corporate information
published book, CISO
systems. The regulation
Redefined, says he talks with
is designed to assume all
organizations that are “very
personal information about
prepared and moving on to
an individual is gathered
the minutiae” of compliance,
in one place or can be
while others are “just now
consolidated on demand.
thinking through what it is
In reality, even those
they have to do.”
organizations that have been
Rather than focusing
working for years to establish
on the threat of fines, he
“one version of the truth”
thinks businesses should
about each customer have
be motivated by the
Martin Gomberg, security and privacy consultant;
not necessarily achieved that
“transformational” upside
author, CISO Redefined
consolidated view.
potential of doing a better
“Right now, it’s not easy to find all the places
job managing and securing data with the
in a company where data about a specific
respect for rights of the individual. “It’s
individual is kept. We don’t manage our data
amazing how many people believe the data
that way,” says Gomberg, a former CISO and
protection authorities are just looking to slap
IT leader at A&E Networks. Personal data
them and use this as a revenue opportunity.”
instead tends to be scattered across multiple
Like many experts consulted for this story,
databases, buried in transactional records,
Gomberg instead sees GDPR as an impetus for
associated with different applications, and
companies to embrace established best practices
managed by multiple departments, he says.
that they ought to be executing anyway.
Aside from making GDPR compliance difficult,
Under GDPR, the clearest way to justify
that lack of organization makes data less useful
the collection of personal data is to get the
to the business, he says.
explicit consent of the individual. Without
Master data management technologies that
that, you need to be able to demonstrate a
could bring all that data together exist on the
legitimate business reason for collecting and
market, but their implementation tends to be
retaining personal data. The standards are
imperfect, if it has been undertaken at all.
meant to be strict enough to cause businesses
“That’s one of the top four problems [we
to rethink gathering data just because they
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standards, is illegal without the informed
are] running across, because the data is
consent of the individuals. In June 2016, a
everywhere,” says Philip Jones, North America
German court fined three American companies
GRC practice leader at the IT consulting firm
for relying on an outdated “Safe Harbor” deal
Capgemini. The good news is not only do tools
negotiated with the U.S., rather than the more
exist to ferret out and identify that data but in
recent “Privacy Shield” agreement.
many cases, the same tools include data loss
• Obtaining clear and
prevention and data masking
unambiguous consent from
features to help protect it, he
individuals who agree to
says.
share their data. Reviewing
Unfortunately, the tool most
contracts and user interfaces
commonly used instead is “a
for use with members,
big questionnaire,” Jones says.
customers, employees and
Surveying company leaders
other persons to grant consent.
about what data they collect
Determining whether previous
and where it is stored is a
grants of consent are sufficient
valuable starting point, but in
to meet the requirements
the end “questionnaires are
Russ Hubbard, chief privacy officer, American
of the law, or whether the
not going to cut it because the Airlines
individuals must be asked for
accuracy is not there,” he says.
their consent all over again.
Yet even many of the larger, more organized
• Staying abreast of guidance on
businesses he is working with are just starting
interpretation of the law, which is still just
to make the pivot from planning to technical
trickling out. For example, guidance on the
implementation of a GDPR program.
meaning of consent under the law was just
A lot of work remains to be done over the
published in December 2017.
next several months, experts say. Although
many are confident they are up to the
challenge, their consensus was that even the
Time to Get Moving
best prepared companies will still be tying up
Starting a GDPR compliance effort in January
loose ends past the deadline.
or February 2018 is hardly ideal, but it is better
“GDPR is a very comprehensive regulation
than starting one in March or April. Many
– and it requires companies to really do a
experts have said publicly that preparing for
lot when it comes to data governance. But
GDPR can be a two-year process.
we have been working on data governance
“The number one thing to do if you’re
for a long time and we’re pretty comfortable
starting really anytime, but particularly with
with where we are in the process,” says Russ
a compressed timeline — is start with asset
Hubbard, chief privacy officer at American
management. Know what your data is, where
Airlines. “Even after the May deadline, it’s
it is, where it flows, and when it’s at risk,
something we’re going to be continuing to
whether at rest, in use, or in transit,” says
tweak and improve upon going forward.”
Jesse Horowitz, executive vice president of
Among the rules that will be challenging to
information security risk management at Wells
get right include:
Fargo. That inventory is the prerequisite for a
• Managing cross-border transfers of
meaningful compliance program, he says.
personal data. In this case, GDPR is following
“From there, it’s just a matter of priorities,”
an established precedent in EU law, but with
Horowitz says. “Make it sensible. Make it
the potential for steeper fines. Transmitting
risk-based.”
data for storage in other countries, without
Mike Davis, the CISO at the American
adequate provision for meeting EU data privacy
Bureau of Shipping, says his organization is just
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Meanwhile, each organization must make
its own judgements. “It’s not a checkbox
exercise,” he says.
At the same time, not all GDPR
requirements are novel. Organizations that
have been taking data security and data
privacy seriously all along, and seeking to
adopt best practices, should be ahead of
the game. Those who have previously been
compelled to meet other data privacy security
standards, certifications, or regulations
such as Health Insurance Portability and
Accountability Act (HIPAA) in healthcare
or the Payment Card Industry Data Security
Standards (PCI DSS) should be relatively well
prepared for the rigors of GDPR.
The companies with the biggest targets
on their backs are big internet players such
as Google and Facebook, the experts say, as
well as e-commerce and online advertising
firms, whose collection of profile data on
individuals has so often been criticized by
privacy and security hawks.
Aaron Weller, who has done privacy and
security consulting for some of those Silicon

GDPR

making the transition from understanding the
business requirements to starting the technical
implementation of a compliance program.
“We might be a little bit late, but there
are a lot of people later than we are,” he
says. Although he believes his employer is
not as likely to be a target of regulators as a
consumer internet company would be, the
company does business around the world and
never questioned whether it would be covered.
The American Shipping Bureau’s GDPR
compliance program is led by its legal
department, rather than IT, and that is good
because “this is a company problem, not an
IT problem,” Davis says. At the same time,
IT has not been idle, he says. “If you’re
going to wait on your legal team to tell you,
probably in March, what you need to do,
you’re not going to make it.”
To some extent, everyone is holding their
breath to see how the rules will be applied in
practice, Horowitz says. “Nobody has muscle
memory yet for what it’s going to look like
when you are reviewing your compliance.
There’s no ‘case law,’ so to speak,” he says.

Practical steps to GDPR compliance
In order to be compliant with GDPR, here are some steps you should take immediately.
• Go beyond using surveys to inventory your data. Use data discovery tools capable of identifying
the data you did not know you possessed if you want to keep it from turning up in the
discovery phase of a lawsuit.
• Develop a technical strategy for producing and deleting personal data on demand before the
necessity arises.
• Evaluate your relationships (and your contracts) with third-party service providers, including
customer service centers, market research firms and online ad networks. Negotiate how they
will handle requests to produce or delete data they manage on your behalf.
• Ensure you have a good reason for collecting the data you collect and retaining the data you
retain. Eliminate unnecessary data collection and delete data that is no longer needed.
• Study the rules for obtaining consent for the collection and use of personal data. Consider
the impact on user interfaces and contract provisions.
• Pay attention to the rules on cross-border transfers of data. Regulators have already shown
a willingness to fine companies for transmitting data on EU residents to jurisdictions with
weak data protections, if it is done without the consent of the individual.
• Work to demonstrate a serious, good-faith effort to implement best practices in privacy and
data security. This is not just for the sake of the law but for the sake of your business. — DC

38%

Respondents who said
that the complexity of
the GDPR was the
biggest barrier to
compliance
– Getting to GDPR
Compliance: Risk Evaluation and Strategies for
Mitigation from IAPP
and TrustArc
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unnecessary data storage and collection is
Valley firms, says they are well aware they
more of a liability.
are “in the cross hairs of the regulators.”
“The government’s focus is really on trying
Weller is an independent consultant and an
to make sure the individual is in control of
instructor for the International Association
all potentially identifying data, and erring
of Privacy Professionals. Until recently, he
on side of the individual,” Park says. “The
led the West Coast privacy practice for PwC
actual GDPR rules themselves are a bit
(formerly PricewaterhouseCoopers), where he
heavy handed, and may have swung over to
encountered many companies that were still in
being nearly unenforceable in practice. But
the “very early stages of planning” for GDPR.
they’re an important counterweight to how
“I don’t think anyone will be 100
corporate Big Data has been treated in the
percent over the line” in meeting all GDPR
past few years.”
requirements by May, Weller
In particular, GDPR is bad
says, but the tech firms are
news for “the maybe five
at much greater risk of being
percent of organizations that
called out for any infraction.
decided to start collecting
Yet because they know they
large sums of data and
could be a target, they are
then figuring out what to
much less likely to be caught
do next,” Park says. In the
napping, he says.
process, they have collected
“The requirements are
a lot of personal data they
not particularly complicated
may not need. “You need to
conceptually. They are
Hyoun Park, CEO and founder, Amalgam Insights
rethink wholesale collection
just a lot of work,” Weller
of data without purpose.”
says. For example, GDPR says companies
Another complication is that GDPR does
should consider the “state of the art” in data
not necessarily distinguish between live and
security when designing systems. That means
archived data, or transactional data versus
when doing a risk assessment, companies
analytics. The requirement that companies
need to ask themselves, “Are we close
be able to produce or delete personal data
enough to state of the art?”
on demand is supposed to cover all data,
Weller says one Silicon Valley firm he
regardless of where or how it is stored.
consulted with had yet to invest in data
The practice of storing backups on tape is
loss prevention technology, even though the
out of step with those demands, which might
technology has been available for more than
favor a move to cloud backup services that
a decade. That is the sort of oversight that
support interactive search and retrieval even
would be hard to make excuses for in the
of archived data, Park says. The in-memory
event of a breach the technology could have
database approach that breaks down the
prevented, he says.
barriers between transactional and analytic
processing could also get a boost from the
Implications for Big Data, CRM
increased demand for live data, he says.
and signup forms
Capgemini’s Jones sees a collision between
Hyoun Park, CEO and principal analyst
GDPR and CRM, the customer relationship
at Amalgam Insights, says GDPR has a
management applications in which sales and
variety of implications for data management
service personnel are encouraged to record
and application design. In particular, it
notes about every customer contact. For
runs contrary to the appetite for Big Data
years, salespeople have used this software
— the notion that collecting more data
to help them remember personal details
points is always better. In a GDPR world,
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Percentage of companies that are operating
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It’s not consent if you don’t have any
other options.
– Aaron Weller
get permission to keep it, Jones says. “We’re
going to have to find ways, without annoying
customers, of asking: ‘Can we have your
consent?’ It’s a matter of going from implied
consent to explicit.”
Understanding the rules for consent is
a huge issue for Weller in his consulting
with a large e-commerce business that
has to translate the requirements into user
interfaces. One of the details the recently
published GDPR guidance clarified is that
consent for the use of personal data must
be presented as a distinct choice. In user
interface terms, that means it cannot be
lumped into an “I agree to all these terms
and conditions” checkbox. Instead, it must
be a clear and informed choice where the
user gives permission freely.
“It’s not consent if you don’t have any
other options,” Weller explains.
This approach flies in the face of the
way most U.S. companies do business. EU
regulators have stated that the common
terms and conditions checkbox that the vast
majority of U.S. firms use on their web sites

will not be accepted by the EU.
Every online business must reexamine its
current signup forms and contract terms to
decide whether users will have to be prompted
to reconfirm their consent under the new
rules. Getting clear consent is tricky enough,
however companies need to determine the
other justifications for collecting and retaining
personal data, Weller says. While GDPR
strongly encourages obtaining consent, it is
also possible to demonstrate a “legitimate
business interest” for managing some personal
data, even without consent, he says.
“Something like fraud prevention is a good
e-commerce example,” Weller says. “It’s in
our interest, and also in the user’s interest,
that there not be fraud on the website. I don’t
need your consent to try and stop you from
committing fraud on my website.”
A more basic example would be personal
data the company must collect to fill a
customer’s order, where name and address
are part of the transaction.
Weller considers it a best practice to
look at those “legitimate business interest”
justifications first, then “fall back to
consent” where necessary. GDPR sets “a
very high bar” for what constitutes consent,
he says. On the other hand, meeting that
standard opens many more possibilities for
what you can do with customer data. “With
consent, you can do anything,” he says.
One good rule of thumb from GDPR
experts: If you do not have a legitimate need
for storing personal data of an EU citizen,
delete it. If you do not have the data, you
cannot misuse it. n

GDPR

about their contacts, such as the names of the
clients’ children and their birthdates.
When Jones raised that issue with one
client, a sales executive told him all that
information was important and needed to be
retained. “I told him I’m not sure that’s going
to fly. We took it to the head legal guy, and
he said that’s not going to fly,” Jones says.
“Yet the finance guy and the CEO and the
other executives said we need this info. This
is a competitive advantage for us.”
Either companies need to start keeping
personal information such as children’s
birthdays out of their CRM systems,
including the free notes fields, or they need to
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